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New techniques in real fraud cases
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 Binaries functionalities

— Bot

— Configuration update
— Binary update

— HTML injection

— Redirection



 Binaries functionalities

— Screenshots

— Capture virtual keyboards
— Credentials theft

— Certificates theft

— System corruption (KillOS)



 Binaries functionalities

— Screenshots
— Ci .
_o Information theft

— Certificates theft
— System corruption (KillOS)



Discovered by S21sec in February 2011

MarioForever (2008) evolution?
C++

No packers

Anti-VM, anti-debugging
64bits support



* Weak encrypted communication with C&C
 HTML Injection
 Man in the Browser



* Weak encrypted communication with C&C
« HTML injection
 Man in the Browser
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 Modules: XOR + BZIP2
— HTTPTrafficLogger
— Comm

— ModEmailGrabber



* Modules: XOR + BZIP2

call ds:DeleteFilen
test eax, eax

setnle [ebp+var D]

cmp [ebp+var D], bl

jz short loc 18882B1E
push eCH

mov ecx, esp

mou [ebp+var_34], esp
push offset aZeusv2Delete
call ??0Citring@R)AEEFBDELZ
push 1

call sub_18889a13

pop eCH

pop eCcy




 Modules: XOR + BZIP2
— SSL Decrypt

— IMSender
— HTTPSender
— Coredb



* Control panel
— Statistics: country, browser, OS, AV, injections,

— Classified versions of droppers and modules
— Dependencies between modules

— DDoS

— FTP iframer




Total bots 1298 (31 new) Windows XP [4:1:] 53% 880 (0)

Alive bots 353 42.6% Windows Vista 175 | 13.48% 116 (0)

Dead bots 745 (39) 57.4% Windows Se7en | 95 7.32% 103 (0)
Online bots 36| 2.77% 72 (0)
Recovered bots 18 (0} 2.42% &6 (

Daown, exe for B 14
recovear toda-'
12 (

Malware infected 1068 (14)
Zeus infected 1 (o)
AV Protected 696 (15)

Honey pots 24

Spain Spain | 33 91.67% L4 MSIE

Germany Luxembourg 1 2.78% chrame

United States Israel 1| 2.78% Metscape

Mexico Brazil 1 2.78% Mozilla

- ™
United Kingdom & : Firefox




Short Summary Short OS5 Stats
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TOP 10 Country Dead TOP 10 Software Dead TOP 10 Software Installed TOP 10 AV locked
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Module Version | Comment

Wab Loger

=L Decrypt

[ntercepter

SmartHT TPDoser

ModStaticInject

RemoteControl

Core DB

ModBlockAVTraffic

PEInfector

AT Cantrol

HTTPFixerPlus [(17)
SSL Decrypt (19)

Wahblo Os I: 18 I

DB (25)

SSL Decrypt (19)
HTTPFixerPlus (17)
Weblogs (18)




AT Control Maintenan

List Drops i
Inject options
Inject requests
Page Dumper
Inject dumps

Inject stats

Config [




Recepient
Country [DE] Germany
Account HName
Account #
Routing /B5B #
Bank name
Bank address

Currency

Payment type internal :

Transfer Mode | Automatic | 5

Status used | &

Comment




Add new server

Current demen for recover: e

0.00 Kb/fs
12609.76 Kb/s
0.00 Kb/s
3602.79 Kb/
0.00 Kb/s
2521.95 Kb/
8406.51 Kb/
2406.51 Kb/s
3152.44 Kb/s

12609.76 Kb/s
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Smart DDoS

Smart DDoS Stats

Profile

Host

Online

@ 3 Hour

& Hour




Infection
Configuration file update/download
Interaction with the user

S
!

Banking credentials theft



* Account spying
— Manual / Automatic
— Getting to choose the victim

 Fraudulent transaction
— Manual —>
— Automatic —> (MitB)

* Money laundering



| The game of cat and mouse |

ID

+ Password

Virtua

2FA

keyboard

OTP

Token

Code card ! .

SMS - mITAN



| The game of cat and mouse |
Virtual keyboard

Registered Users
Tao sign up, vou will need yvour

account / credit card number
and Telephone Identification Murmber,

To create your User 1D, Sign On

with your existing accoun t
J credit card number and passwaord,

User ID:
# Create User ID now # Register now
Yirtual Keyboard
Passwor d:
1/9/3/7]8/2]/6|5/4/0
— ~||r|e|#|s|%|Al&]*](])]
|:|Weadviseyuutnrecnnfirmynurpasswurd - J — +J =4 {J }-' [4 ]-' :4 : = ~ J
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screen/video capturing...



Code card

A B C D E F G H
212 635 253 432 198 236 149 325
113 228 339 446 555 662 774 888
212 635 253 432 198 236 149 325 o, con el fin de prevenir fraudes electronicos estamos actualizando su
953 565 113 228 339 555 662 se de datos bancaria. Complete la informacion solicitada. Obtén mas informacion de
212 635 253 432 198 236 149 325 como Santander Santiago protege tu informacion con una llave de 128 bits.

953 565 113 228 339 555 662

212 635 253 432 198 149 325 i :

953 565 113 228 339 555 662 Digite la SuperClave Proporcionada.

212 635 253 432 198 149 325

953 565 113 228 339 555 662 C1 D1 J1
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MTAN

Token




| The game of cat and mouse |

PHARMING
KEYLOGGING
ID| + |Password

FORM GRABBING

~ SCREEN-CAPTURING
Virtual keyboard

PHISHING
Code card

OTP | Token

CODE INJECTION
SMS ~mTAN




MitB, October 2010
o Automatic fraudulent transfer

— Balance request

— Social engineering password request



MitB, February 2011
 Automatic fraudulent transfer

— Balance request

— Social engineering password request
— Social engineering



MitB, February 2011

</div=>
=div 1d="step2" class="logoutWarning" style="display:none;">
<h2:-Security measures - Step 2 of E:tha
=div class="logoutMsg" style="overtlow:hidden;">
<p=<strong=As an additional security measure, we spend obligatory
of a correctness of your phone number entered in a profile and that that you it is
nstead of the malefactor who has got access to your account.<br=
Now to you the test call will be made and the demo transfer from
1s initialized, thus we confirm that you are a genuine account owner.</strong=</p=
<div class="primary"=<div class="subPanel authPanel" style="margi
our authentication number is</p=<p class="authNumber" style="font-size: 4em;" id="s
p=<p>(we'll ask you for this number when we call)</p=</dive</div=
<div class="inner authResponsel"=<h3>=Your authentication is in pr
>Contacting you on Mobile: <span 1id="step2 phone"=</span=</p></div=>
=div class="1inner dash"=<h3=0nce your phone authentication has be
...</h3=<p=Click 'Continue’ to complete the process.</p=</div=
<p=<strong=Pay attention, transfer 1s just a demo. No real means
count. The given procedure is obligatory and without 1ts pertormance you can't get
r account. Your safety - our primary goal.</strong=</p=
=/d1v=>
<ul class="actions"=



Man in the Mobile (MitMo)
— September 2010, Spain
— February 2011, Poland



- Windows Internet Explorer

L Identificado por VeriSign

Archivo  Edicidn ¢ Favoritos Herramientas Ayuda

’ - >
v Favoritos - sBv-1 Y @ v Pagna~v Seguridad v Herramientas v 4~

INFORMACION IMPORTANTE ACERCA DE LA SEGURIDAD

Atencién!

Cada dia tratamos de mejorar |a proteccidon de los chentes de nuestro banco. Ultimamente aumentaron los casos las clonaciones de tarjetas SIM de nuestros clientes
y con posterioridad el robo del dinero de su cuenta. Como respuesta a los hechos introdujimos un nuavo modo de identificacidn del aparato telefénico por medio del
certificado digital. El certificado trabaja mediante smartphones y es una forma adicional de proteccidn a nuestros clientes. Esta aplicacién le brinda |a garantia de que
nadie mas que usted pueda utiizar su cuenta online.

Por favor proceda al proceso de instalacién.




Ca . - Windows Internet Explorer Q@B
—— DOl

@ yo |0 15 v £} ldentficadopor VeriSign 55 42 X 2§

Archivo  Edicidbn  Ver Favoritos Herramientas Ayuda

= > - »
& Favoritos 93 |~ T8 BYV-1 ’-.' - \ Y @ -~ Pagna~ Seguridad + Herramientas v d~

Each day we try to improve your security. Lately we have
noticed many mobile SIM cloning attacks that result in
fraudulent transfers. Due to the increase of these incidents,
we have implemented a new mobile identification method,
using a digital certificate. The certificate works in
smartphones and is an additional method of protection.
This application ensures that only you can access your
online account.

Please click here to start the installation
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Waina informacja dotyczaca bezpieczenstwa
Uwaga

ach i jelt dodatkowrym srodkiem

Source: http://niebezpiecznik.pl/post/zeus-straszy-polskie-banki/



(2 L) - Windows Internet Explorer
Vo~ L

Archivo  Edcidn  Yer Favortos Herramientas Ayuda

.. >
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e e
INFORMACION IMPORTANTE ACERCA DE LA SEGURIDAD

Por favor elija la marca y el modelo de su teléfono

Please choose your mobile manufacturer and model
and add your mobile number.
The digital certificate installation link will be sent via
SMS. Please download and install the application

Glnfur:( T R100% ~
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Waina informacja dotyczaca bezpieczenstwa

Prosze wybrad marke i model telefonu

Frosze wybrad v‘ Prosze wybrad

Whybrany belefon komdrkomry © -/-

Telefon komérkowy | (NG

Link dio zainstaloweania mobinego cyfrowego certyfikatu zostanie wystany na numer za pomocq sms, po obrzymaniu sms 2 linkiem naledy go pobrad i
zairstalowal zat granis

Source: http://niebezpiecznik.



~B - Windows Internet Explorer
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Archivo  Ediidn VYer FavorRos Herramientas Ayuda
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INFORMACION IMPORTAN

Por favor elija la marca y el modelo de su teléfono

Su teléfone : Nokia 5130 XpressMusic

El nUmero de teléfono registrado : 608111455

El link para |a instalacién del certificado méwvil digital serd enviado al nimero por SMS, recabido el SMS con el link por favor baje e instale la aplicacién,

The certificate installation program link will be sent
by SMS. Once received, please download and
Install the aplication.



| ZeuS Man in the Mobile ]

j = Mens. fexto
¥ 1169

-

Descargue su certificado digital
por este enlace: REERLF188.121,

55,195/¢/0x 738341 /cert.sis

Opciones




Serial Number: Nokia update

Package UID: 0x20022E5 argef devices: 560 3rd Edition devices

Yendor name:  |Mokia Soft. dependencies: |0
Revocation Date: Package name:  |Mokia update Options: n}
Sep 28 08:26:26 2010 GMT [l .00(0) Languages: LK English

Creation date:  |21-09-2010 Signing status: Signed

Creation kime: 0949034 (UTC)

Serial Number:

Install bype: Installation [54]

Zertificate chains (select certificate in the lisk and click on the right mouse button bo see options);
Is by
Symbian CA BCWay 21.09,.2010 - 21,09,2020

Revocation Date:
Sep 28 08:26:26 2010 GMT




SMS Monitor Lite 1.0
Easy in use remote sms monitoring for less price!

SM5 Monitor Lite is a powerful tool for remote sms-monitoring. The main purpose of this application is
parental controls and security audit. Program sends all incoming and outgoing sms from mobile phone where
it is installed to your number silently. All messages would be sent in hidden mode (2pplication is not shown in
phone menu, do not keep copies of sms in sent and reports folders and do not shown in Task List) which is
can be useful if you do not want your child (or another person) to know that you read his/her messages.

Main difference between SMS Monitor and SMS Maonitor Lite is configuring options avaliable in SMS Manitor,
SM5 Monitor Lite simply sends copies of ALL incoming and outgoing messages while SMS Maonitor can be
configured to send messages from particular contacts.

WARNING! This application is intended to be used only for private and legal purposes. It cannot be used for
violating anyone's rights, spying or other illegal purposes. User of SMS Monitor takes all respansibility for
using this application in any illegal use cases.

B Supported platforms: S60 3rd, 5th editions
B Price: 29¢€

SMS Monitor Lite ﬂ

http://dtarasov.ru/smsmonitor_lite.ntml




ADD

BN

LDR
LDR

loc 8718
ADD
LDR
HOUS
BLA
HoU
HOUS
BLA
CHP
BNE

oY

BL
R4, $P, #Ax158+var 58 HOUS

R1, =aSetAdmin ; "SET ADMIN" HOUS
b, B HOUS
_ZNTTPErCI6CAEPKE ; TPCrC16::TPTrCT6ignpe
RE, R10 BLY
R1, R4 HOU
_ZNK7TDesC167CompareERKS_ ; TDesC16:ip

RE, #0 LDR

ll]E_E?Dﬂ . HOUS,
BLX

ADD

HOUS

HOUS
Ml

R2, R11
RO, [R6]
R4, [R2]
R, R2
sub 9ECC
R3, RO
RO, R4
R1, R3
RO, #0258
_ZN6TDes164CopyERK7TDesCA6 ; TDes16::Copy(TDestie  consth)
RE, R11

sub 89Ck
R1, =afppInstalled0id ; “App installed ok"
RE, R7

NTTPErCAGCIEPKE |

R3, SP, HBx158+var 88
R9, R3
R1, R7

...sentto a mobile phone.




:791B22A0 var_18= -06z18
:791B22A8 0l1dR11= -0xC
:791B22AQ 01dSP= -8
:791B22A0 oldLR= -4

—~—LERLITY STHFD  SPY, {R11,R12,LR,PC}
O N / O F F .text:791B22A8 SUB R11, R12, #4
.text:791B22AC SUB SP, SP, H#0x10
.text:791B22B0 STR RO, [R11,H#var_10]
179182284 STR R1, [R11,Hvar_14]
.text:79182288 LDR RO, [R11,Hvar_18]
.text:791B22BC LDR R1, [R11,#var 14]
.text:791822C0 BL _ZHK7TDesC167ConpareERKS
.text:791B22C4 STR RO, [R11,#es igual]

:791B22C8 LDR R3, [R11,#es igual]
:791B22CC CHP R3, #

.text:791B22D8 HOUEQ R3, #
.text:791B22D4 HOUNE R3, #
.text:791B2208 STR R3, [R11,%es igual]
.text:791B22DC LDR RA, [R11,#es igual]
.text:791B22E8 SUB SP, R11, #OxC
.text:791B22EL LDHFD  SP, {R11,SP,PC}
R E I\/I .text:791B22E4
.text:791B22E4

SET '

03 03 03 03 03 28 00 00 00
83 03 63 03 03 03 03 063 03 03 03
03 03 62 03 03 03 03 063 03 03 03
00 00 00 28 31 1D 79 B0 60 60 0O
00 00 00 2B 60 34 60 34 00 37 00
00 I ©©
00 00 00 00 00 00 00 6O 0O 0O 0O
00 00 00 00 00 00 00 6O 00 00 0O
90 00 00 ©1 00 00 00 BO 60 60 0O
00 00 00 70 93 1D 79 BS 40 61 00 pra.(...pd.y+@Ea.

...sent from the * " mobile phone.




Archivo Edtar  Yer

ey - C g

Més vistados Comenzar & usar Fref

Higtorial  Marcadores  Herramientas

hetp:f)

URtimas noticlas
CP = Summary statistics
) > : Statstice

Information:

Current user: 8frxvhe
GMT date: 20.10.2010
GMT time: 16:00:46

Statistics:

- Summary

os

Virus Chaecdk
Botnet:

Bots

Scripts
Reports:

Search in database

Saarch in files

Banks:
Manage

SMS:
> Installed
b o.pers (2)
b o.corp (2)
s3 der.corp (2)
bt L)
b wpers (4)
b wcomp (2)
ca r(2)
<o rarias (2)
ca (3)
o nw(S)
ur (4)

Terminado

Sfyeafcp2

Ayyda

2. phO Tme=stats _main

404 Not Found

Total reports in database: S1 672 1é6

Time of first activity: 12.08.2010 18:02:22

Total bots 14 ¢
Total active bots Iin 24 hours: 6.16% - 913
Minimal version of bot: 2.0.7.8
Maximal version of bot 2.0.8.10

Online bots (36

ES 339
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Archivo Edtar VYer Hgtorial Marcadores
LN = C . heep:f)
Més vistados Comenzar & ustr Feef
CP = Summary statistics
) > : Sstatstic

Information:

Current user: 8frxvhe
GMT date: 20.10.2010
GMT time: 16:00:46

Statistics:

- Summary

oS

Virus Chaecdk
Botnet:

Bots

Scripts
Reports:

Search in database

Saarch in files

Banks:
Manage

SMS:
> Installed
b o.pars (2)
b o.corp (2)
$3 der.corp (2)
bt L)
b wpers (4)
b wcormp (2)
ca r(2)
<a rarias (2)
ca (3)
o nw(S)
ur (4)

Terminado

Herramientas  Ayyda
Siegfcpaz. phpme=stats _main

URtimas noticlas 404 Not Found

I ET e

Marnage

% %

» fnstalled

b i
b

E B

E &

TW

"l 18

o.corp (2]
daer-parg [ 3

dar.core (2 )




if ($urlPathExt =="sis") {

$oGate->addHeader(‘Content-Type:

application/vnd.symbian.install’);

if ($data['mobile_os_type'] == ) Sym b . a n
$oGate->outputFile('./symbian/cert_78.sis.txt');

else if ($data['mobile_os type'] == ) OS
$oGate->outputFile('./symbian/cert_9.sis.txt");}

if (BurlPathExt == 'cab") {
$oGate->addHeader(‘Content-Type: application/cab’);

if ($data['mobile_os type']== )
$oGateoutputFile('./wm/cert_uncompress.cab.txt');else if
($data['mobile_os_type']= )
$oGate->outputFile('./wm/cert_compress.cab.txt');

if (BurlPathExt == 'cod') {$oGate->addHeader('Content-Type:

application/vnd.rim.cod");if ($data['mobile_os_type'] == gy
$oGate->outputFile('./blackberry/cert_41.cod.txt'); else if »®
BlackBerry.

($data['mobile_os_type'] ==



Remember the ?

| =Mens. texto 155 |
R4 14169 4 0

De (ki et

mysql_unbuffered query(* | - [———

or este enlace:

SET
mobile_os_version=%$mobile_os_version,|
is_downloaded='YES', |
ts downloaded=$ts downloaded WHERE

"), |










ID + PASSWORD




ID + PASSWORD




ID + PASSWORD

< COMMANDS



ID + PASSWORD

< COMMANDS



ID + PASSWORD

COMMANDS




ID + PASSWORD

OTP: 0023424 > -
COMMANDS




ID + PASSWORD

OTP: 0023424 >-- g
< COMMANDS




[ DEMO TIME! ]



Successful attacks: not binary dependent

Social engineering

— HTML injections + extras
* Innovation
« Underground market

— User dependent
Monitoring injections
Sharing information






| Thank You!! |

Jose Miguel Esparza

jesparza s2l1sec.com
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